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CHARACTERIZING ENVIRONMENTAL THERMAL FLUCTUATIONS FOR USE IN TRUE
RANDOM NUMBER GENERATORS

Random number generation is significant for secure communication, data security and
cryptography. However, while Quantum Random Number Generators (QRNGs) rely on quantum
uncertainty, environmental data can also serve as practical sources of randomness for true
random number generation. Environmental data such as temperature, humidity, and wind speed
exhibit continuous variability over time; these changes arise from complex weather behavior. In
this paper, temperature data collected from two meteorological stations in Pakistan, Karachi and
Hyderabad, are used to generate random bits. Everyday temperature values are transformed into
binary sequences using a mean-based thresholding technique, followed by post-processing with
the Von Neumann extractor to decrease bias and correlation. The quality of the generated
random bits is evaluated using Shannon entropy, lossless compression testing with the Gzip,
Bzip2, and LZMA algorithms, the NIST SP 800-22 statistical test suite and the auto-correlation
analysis. The results determine that correctly processed temperature-based entropy can produce
statistically usable random sequences suitable for randomness testing and security-related
research.

Keywords: Random Bit Generation, temperature data, entropy extraction, Shanon entropy,
auto-correlation, Von Neumann filtering, NIST SP 800-22.
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LLIbIHaMbI Ke3AEMCOK CaH reHepaTopAapbiHAa NakaanaHy yuwiH
KOplUafaH opTafarbl TepManbiK GpAlOKTyaLmanapabl cunatray

KesnelcoK caHaapabl reHepauumanay Kayincia 6OainaHbic, AepekTepdi Kopfay KaHe
KpunTorpadus yliH eTe mMaHbl3abl. JereHMeH, KBaHTTbIK Ke3[4eMCOK caHAap reHepaTop/sapbl
(QRNG) KBaHTTbIK Denricisfikke cyiieHce Ae, KoplafaH OpTa AepeKTepi WbhIHbIMEH Ke34enCoK,
caHAapAbl reHepaumanay ywiH Ke34eMCOKTbIKTbIH NPaKTUKANbIK Ke3aepi peTiHae Ae KbI3MeT eTe
anaabl. TemnepaTtypa, bIIFAaNAbINbIK KIHE MKEe HKblIAAMIAbIFbI CUAKTHI KOPLIAaFaH OpTa AepeKTepi
YaKbIT eTe Keje y3AiKci3 e3reprillTikTi KkepceTeai; 6yn aybITKyNap aya pamlbiHbIH, Kypaeni miHes-
KY/IKbIHaH TyblHAANAbl. Byn mMakanana Kesaencok buttepAi reHepaumanay ywid MakictaHaafbl,
Kapaumgeri xaHe XaiaapabaaTarbl €Ki MeTeopONOrMANbIK CTaHUMALA KMHANFAH TemnepaTypa
AepeKTepi NnanganaHblNaabl. TayNiKTiK TemnepaTypa MaHAepi opTalla MaHre HerisaenreH LWeKTi
ecenTey a4iciH KONJaHa OTbIPbIN, eKinik TisbekTepre TypaeHAipineni, conaH KeniH aybiTKy MeH
KoppenaumaHbl asanTy YyWiH ¢oH HelmaH 3KCTPaKTOPbIMEH KeMiHri eHAaey Kyprisineai.
leHepaumAnaHFaH Ke3nencok butrtepain, canacol LleHHoOH aHTponuackl, Gzip, Bzip2 »keHe LZMA
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ANrOPUTMAEPIH KO/1AaHa OTbIPbIM, WbIFbIHCBI3 ChifbiMAay CbiHafbl, NIST SP 800-22 cTaTUCTUKANbIK,
CbIHAK, *KMbIHTbIfbl }KoHE aBTOKOPPENALMANbIK Tanaay apKblibl OafranaHagsl. HaTmxkenep aypbic
eHAeNreH TemnepaTypafa HerisgenreH 3HTPOMNUA Ke34eMCOKTbIKTbl TEKCEPY XaHe Kayinci3mik
3epTTeyaepiHe KoMansbl CTaTUCTMKANbIK TYPFblAaH Nangansl Ke3aencok Tisbektepai kacal
ANaTbIHbIH KepceTeai.

TyWiH ce3pep: Ke3aencok BUT reHepauumachbl, Temnepatypa AepeKkTepi, SHTPOMNUAHbLI any,
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XapakTepu3sauma TeMnepaTypHbIx GAOKTYaL M OKpYXKatoLLen cpeapl AnA
MCNO/NIb30BaHMA B FeHepPaTopax UCTUHHO CAyYaHbIX Yucen

FeHepauma CayYalHbIX Yncen MMeeT BarKHOe 3HayeHue ana He3omnacHol CBA3W, 3alMTbI
JaHHbIX M KpunTorpadumn. OAHAKO, XOTA KBAHTOBble reHepaTopbl CaydalHbix ymncesn (QRNG)
OCHOBaHbl Ha KBAHTOBOM HeOMNpeaeseHHOCTH, AaHHble 00 OKpyrKalolWlen cpede TaKKe MoryT
CNYXKUTb MPAKTUYECKMMM MCTOYHUKAMM CAYHaMHOCTU ANA FTeHepaLmMm UCTUHHO CYYalHbIX Ymcen.
[aHHble 00 OKpyKaloWen cpefe, TakMe Kak TemrepaTypa, BAAKHOCTb WM CKOPOCTb BETPa,
OEeMOHCTPUPYIOT HEMPEPBIBHYIO M3MEHUYMBOCTL BO BPEMEHMU; 3TN U3MEHEHMA BO3HUKAKOT MU3-33
CNOHOrO noBeAeHWMA Morodbl. B paHHOM paboTe Ana reHepaumm  CaydaliHbix  H6MTOB
MCNO/Mb3YIOTCA AaHHble O TemnepaTtype, cobpaHHble Ha ABYX METEOPO/IOrMYECKMX CTAHLMAX B
MakncTaHe, Kapaun n Xahpapabane. ExkeaHeBHble 3HAYeHMsA TemnepaTypbl NpeobpasyroTca B
[BOWMYHbIE NOCNe10BaTENbHOCTM C MCMOAb30BaHNEM MeTOa Noporosoi 06paboTkm Ha OCHOBe
cpefHero 3HadyeHuWs, nocse Yero nNposoamMTcA NocTtobpaboTka C MOMOLLBIO 3KCTpakTopa GOoH
HelimaHa a8 yMeHbLIEHMA CMELLEHNS 1 Koppenaummn. KayecTBO creHepmnpoBaHHbIX CAyYarHbIX
H6MTOB OLLEHMBAETCA C MOMOLLIO 3HTpONMM LlleHHOHa, TecTMpoBaHMA cKaTua 6e3 notepb C
Mcnosib3oBaHMeM anropnutmos Gzip, Bzip2 n LZMA, ctatuctuyeckoro Habopa tectos NIST SP 800-
22 1 aBTOKOPPENALMOHHOIO aHann3a. Pe3yabTaTbl MOKa3bIBAOT, YTO NPaBUAbHO 0bpaboTaHHan
SHTPOMMA, OCHOBAHHAA Ha TemnepaType, MOXET C034aBaTb CTAaTUCTUYECKM MNPUroAHble
C/y4aiHble NocNeA0BaTeNbHOCTM, MOAXOAALLME ANA NPOBEPKU CAYHalHOCTU W UCCAeA0BaHWIA B
obnactn 6esonacHoCTM.

KniouyeBble C/0Ba: reHepauma cayyaliHbix OMTOB, AaHHble O TemnepaType, M3BjedYeHue
SHTPONUK, sHTponua LLIsHoHa, aBTOKOppensums, dunbtTpauma doH Heitmana, NIST SP 800-22.

Introduction

Random Number Generators (RNGs) are
necessary for applications such as statistical analysis,
cryptography, simulation, and secure
communications. Centered on their randomness
sources, RNGs are commonly divided into two
categories: Pseudo-Random Number Generators
(PRNGs) and True Random Number Generators
(TRNGs) [1-3]. Generators that produce random
numbers sequentially using deterministic algorithms
are called pseudo-random number generators. [4-8].
Although these numbers appear random, they can be
reproduced if the algorithm or the starting value is

known, which may pose a security risk in security-
critical applications [9,10]. In contrast. A TRNG is a
function or a device that is based on a rather
unpredictable physical phenomenon known as the
entropy source. These entropy sources can originate
from natural phenomena. Sources such as thermal
noise, clock jitter, atmospheric noise, bioelectrical
signals, environmental variations and quantum
phenomena contain natural entropy that cannot be
reproduced deterministically [11-15]. Among many
true random number generators, QRNG systems are a
special class of TRNGs in which randomness is
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derived from quantum-mechanical processes and
offer solid analytical guarantees of indeterminacy
[16-19], but still challenges such as maintaining
quantum coherence, achieving precise measurement,
and generating stable bits limit their practical
deployment. As a result, alternative approaches, such
as environmental entropy sources, have emerged as
simpler, low cost and more accessible options for
random number generation. These sources are neither
algorithmic, like PRNGs, nor purely quantum, like
Quantum Random Number Generation, but rather
exploit complex natural processes. Famous examples
include uses of Atmospheric turbulence, atmospheric
radio noise, and natural wind flow [20-23]. By

Data source

In this research, daily temperature values for
Karachi and Hyderabad were extracted from earlier
publications that analyzed meteorological records for

Research methodology

Figure 1 illustrates the suggested methodology
for temperature-based true random number
generation, including data acquisition from published
datasets, mean-based binary conversion, Von

TEMPERATURE DATA
SOURCE

(PUBLISHED DATASETS:
HYDERABAD &
KARACHI)

VON NEUMANN POST-
PROCESSING
011 10—-0
00,11 = DISCARD

o RANDOMNESS EVALUATION
SHANNON ENTROPY
NIST SP 800-22

DATA EXTRACTION
B (DAILY TEMPERATURE MEBEEEN MEAN CALCULATION
VALUES) MEAN=(1/N)S T

BIAS & CORRELATION B -\ BINARY SEQUENCE
PRESENT

applying mathematical normalization, disordered
sampling, and post-processing techniques, these real-
world signals can be converted into statistically
usable true random numbers suitable for secure
applications [24-28]. In this research, Real-world
temperature deviations are used to generate random
bits, the collected data are transformed in to binary
sequence followed by post processing to remove bias
and correlations, which are then tested with standard
randomness tests. Using temperature data from two
geographically distinct meteorological stations, this
study demonstrates a simple, reproducible, and low-
cost approach to generating and validating random
bits from real-world environmental data.

different cities in Pakistan [29,30]. The daily
temperature dataset is used as an entropy source for
generating random bits.

Neumann  post-processing, and randomness
evaluation using Shannon entropy and NIST SP 800-
22 tests.

MEAN-BASED BINARY
CONVERSION
T 2 MEAN—1
T < MEAN—O

FINAL RANDOM
Y BITSTREAM

Figure 1 - Flow chart of methodology

Validation of Quantum Random Numbers

Shannon entropy testing

To initially check the randomness of the
generated bit stream, a self-test based on Shannon
entropy was performed. Entropy measurement
provides a quantitative estimate of unpredictability in
binary data and is defined as:

H(X) = = Y21 pilogzp; (1)
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where p; represents the probability of each possible
outcome within a selected data window in Eq. (1),
entropy values near 1 bit indicate highly
unpredictable, statistically balanced randomness.
Using reference [28], entropy was computed with a
sliding-window approach over the generated
sequence, as shown in Figure 2.
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Sliding-Window Shannon Entropy Comparison (Post-Processed)
1.00

4 — Karachi
—— Hyderabad

400 600 800 1000 1200
Position in Sequence

0 200

Figure 2 — Shannon Entropy Variation Across Post-
Processed Binary Sequences from Karachi and
Hyderabad

It is also observed from Figure 2, that Shannon
entropy remains nearly 1 for both datasets, which
indicates that the temperature-based entropy source,
after post-processing, generates high-quality true
random bits suitable for further statistical validation
and practical TRNG applications

Compression test method

To calculate the randomness of the generated
binary sequences, a compression test was performed.
The mainidea of this test is that truly random data
should not contain patterns; it should be difficult to
compress. If a compression algorithm cannot
significantly reduce the file size, the data can be
considered highly random. In this research, binary
sequences were first converted into byte format and
stored as files. Three commonly used lossless
compression algorithms were then applied to the files:

* Gzip

* Bzip2

« LZMA

The compression process was implemented
using Python. For each dataset, the original and

P-Values: Temperature(C) Hyderabad data With Extraction

compressed file sizes were recorded. The
compression ratio was then calculated using:
Compression _ Compression/Original @)

Ratio Size Size
The original and compressed file sizes were

recorded and reported in Tables 1 and Table 2.

Table 1: Compression Test Results for the
weather station Hyderabad, Original file size is 499
bytes

Algorithm  Compressed Compression

Size Ratio
Gzip 522 1.04609
Bzip2 659 1.32064
LZMA 560 1.12224

Table 2: Compression Test Results for the
weather station Karachi, Original file size of 498
bytes

Algorithm  Compressed Compression

Size Ratio
Gzip 521 1.04618
Bzip2 673 1.35140
LZMA 560 1.12449

The compression ratio for both stations is close
to 1, indicating that the binary sequences lack
discernible patterns and behave similarly to random
data. Therefore, the generated sequences demonstrate
good randomness according to the compression-
based randomness test.

NIST Test Suit
To further validate that the high entropy
observed translates into  statistically robust

randomness, we next apply the NIST statistical suite.
Figures 3 and Figure 4 show the randomness quality
of the temperature data before and after applying the
Von Neumann debiasing and the entropy extractor
(post-processing).

P-Values: Temperature(C) Hyderabad data Without Extraction
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Figure 3 — P-Value Comparison of NIST Randomness Tests for Hyderabad Temperature Data
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P-Values: Temperature(C) Karachi data With Extraction

P-Values: Temperature(C) Karachi data Without Extraction
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Figure 4 — P-Value Comparison of NIST Randomness Tests for Karachi Temperature Data

The raw data fails some NIST randomness tests
because real-world physical measurements often
exhibit small biases, and the data size for a given
research is very limited. After post-processing, the
sequence becomes more unpredictable and more
balanced, thereby increasing the randomness of the
bit sequence. Because of this enhancement, the post-
processed data passes the most NIST tests in both
Hyderabad and Karachi.

Autocorrelation analysis
The statistical independence of the entropy
sources was evaluated by calculating the absolute

autocorrelation coefficient, |R(k)|, for the thermal
fluctuation data harvested from Karachi and
Hyderabad. As illustrated in Figure 5, both datasets
exhibit a rapid decorrelation, with |R (k)| dropping by
approximately two orders of magnitude immediately
following the initial lag (k = 1). Throughout the
observation window of 100 lags, the autocorrelation
values remain predominantly suppressed within the
1072 to 10™* range, indicating a lack of significant
periodic structures or long-term memory effects in the
urban thermal noise.

100 Y

Autocorrelation [R(K)|

=5 1 |

e  Karachi (Thermal)
e  Hydecrabad (Thermal)

10

50 75 100

Lag (k)

Figure 5 — Auto-correlation traces of Karachi and Hyderabad.

This near-zero residual correlation is highly
advantageous for TRNGs, as it confirms a high
degree of min-entropy per sample. Furthermore, the
stochastic parity between the two geographically
distinct cities suggests that environmental thermal

Discussion

Although the suggested method relies on
environmental temperature data rather than on a
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noise provides a robust and spatially invariant entropy
floor, requiring minimal cryptographic post-
processing to achieve a statistically uniform and
unpredictable bitstream.

quantum source, it adheres to the fundamental
principles of true random number generation. In
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contrast to software-based generators that depend on
deterministic initial conditions, the temperature
variations used in this work represent real-world
physical uncertainty. To further strengthen the
entropy source for practical purposes, use large
volumes of data collected over multiple days and
from several geographically separated weather
stations. As shown by the entropy analysis and NIST
results, post-processing methods are applied to
remove bias and correlation without introducing

Conclusion

The Aim of this research was to present a method
for generating and certifying true random bits using
real-world temperature data from two meteorological
stations. A mean-based thresholding scheme was
used to generate raw bits, followed by Von Neumann
and entropy-extractor post-processing to improve
randomness quality. Statistical evaluation using the
sliding-window  Shannon  entropy technique,
Compression Test Method and the NIST SP 800-22
test suite and Auto-correlation analysis confirms that
the generated bit sequences exhibit strong
randomness. Although not a replacement for high-
speed QRNGs, the projected approach explains that

Author Contributions

artificial randomness, thereby preserving the true
nature of the wunderlying entropy. Even if
temperature-based TRNGs do not replace quantum-
based QRNGs in terms of security importance, they
offer a practical, low-cost form of true random
number generation based on physical phenomena.
This environmentally sourced TRNG could be
particularly valuable for embedded Internet of Things
devices operating in resource-constrained settings,
where integrating quantum hardware is impractical.

environmental data can serve as a simple, low-cost
source of true randomness for research and security
applications.
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